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Securing service oriented
architectures




The evolution of Internet services
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Anatomy of the SOA Security challenge

The need for content based security

Internet, Intranet Perimeter Web (HTTP) Application (XML) DB
and/or Extranet & DMZ Distribution Web Services Layer Layer
Layer

— Oracle
% VPN

Termination
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SSL
Termination
Network Threats

TCP/IP

Unsecured APIs enablé

Perimeter defense is not enough, WS-Security can

help with data integrity and authentication
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Why looking at SOA, Why Security?

e SOA is a huge success...

- 719% of the companies have already invested in SOA, 85% is predicted for 2008
(Source: IDC 2006)

- Microsoft just launched their SOA stack called Windows Communication Foundation
(March 2007)

— Sun released Java 6, the first version to include a SOA stack (Dec 2006)

e B2B integration is becoming a reality
- $7000B will be spent on B2B transactions in 2007 (i.e. 45% of the total) (Source IDC)

e SOA simplifies B2B but also exposes a bigger attack front
— Shared APIs allow partners and attackers to access the core business apps.
- Automated attacks are easier than ever
e Web Services Description Language (WSDL)
e Universal description, discovery, and integration (UDDI)
o Off the shelve software stacks are everywhere
- 75% of hacks occur at the Application/Service level (Source: Gartner)

e WS-Security is to SOA what SSL is to HTTP (albeit at different rates ©)...

- WS-Security is the only standard way to secure SOA
e backed by the big guys (IBM, MS, Verisign) at OASIS (2006)
e WS-Security adoption doubled in 2005

WS-Security is needed to support SOA growth...

l
TN IS~ /
Software Copyright © 2007, Intel Corporation. All rights reserved.
Products *Other brands and names are the property of their respective owners

8




Introducing the technology
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The OSI model meets the SOA Stack

Description Layer (WSDL)
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Presentation Layer Protocol Layer (HTTP, SMTP, FTP)
Session Layer e More layers are being constantly

added

- Security

— Reliable messaging
- Manageability

Transport Layer

Network Layer
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Physical Layer

Software Copyright © 2007, Intel Corporation. All rights reserved.
Products *Other brands and names are the property of their respective owners




Cryptography
Quick overview
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Digest Algorithms
Quick Overview
eObjective: creating a fixed-length digital thumbprint of a message.
eExamples:
- MD5 (Message Digest Algorithm 5):
° Produces a 128 bits hash value
o In 2004, flaws were discovered and its usage was discouraged.
- SHA (Secure Hash Algorithm):
° Ranges from 160 bits to 512 bits, depending on the chosen flavor.
J One of the most secure algorithms.
- CRC-32 (Cyclic Redundancy Check):
o Used for data integrity in networks
° Not suitable for security (very poor randomness).
- Parity bit:
o One bit long digest of a message.
° Believe it or not, this is also a digest! (very poor one though...)
More computing power - more insecure/obsolete a

int digest becomes
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Symmetric Encryption
Quick Overview

eObjective: Encrypting large chunks of data using a secret key.

eExamples:

- AES (Advanced Encryption Standard):

128, 192 and 256 bits key size block cipher.

Adopted by the U.S. government as an standard.

Also known as Rijndael.

- Triple DES (Triple Data Encryption Standard):

168 bits key length (192 if we count parity bits).
° Created as an improvement to DES (that hat only 56 bits keys)

- RC4 (ARCFOUR):

Widely used stream cipher.

o Used in SSL and WEP

J Created by RSA Security.

How do we share the secret key?

int
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Public Key Cryptography

Quick Overview

e Each party has it’'s own Public/Private key pair.

e RSA is one of the most known Pub Key cryptography algorithms
- With keys ranging from 1024 to 4096 bits.

e Key properties:

- What gets encrypted with the Public key can only be decrypted with the
Private key of the same pair, and vice versa.

— Can be used both for data encryption and for non-repudiation (signature)
e Limitations:
— Slower than symmetric encryption algorithms such as AES or 3DES.

— Needs longer keys to achieve same cryptographic strength as symmetric
algorithms.

— Can only encrypt a small amount of data.

Combining Public Key cryptography with Symmetric

int encryption solves the limitations.
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Public Key Cryptography | iaiiuiace

Quick Overview - Encryption

Finally, B decrypts the
message using the

A encrypts the
message using a

Unsecure
Transmission
hannel

A uses B’s public key

intel.
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Public Key Cryptography

Quick Overview - Signature

Finally, B digests the
message and compares the

Unsecure
Transmission
channel

A generates a digest of
the message, and
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Backup

Canonicalization (c14n) Algorithms
Quick Overview

eObjective: creating a normalized representation of an XML
document.

esExamples: Exclusive and Inclusive c14n.

eProblem:
- Two XML documents might look different but have the same meaning:

<A >Hello world</A>
Has the same "meaning” than:

<A>Hello world</A>

eSolution:

- Before applying a digest algorithm, we need to transform this documents
into a normalized representation.

- Canonicalization solves this issue.

One of the most expensive XML-related operations

int
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Simple Object Access Protocol (SOAP)

e SOAP is a protocol for exchanging XML-based messages over
computer networks

— Normally using HTTP
e SOAP forms the foundation layer of the Web Services (WS) stack

e Inside a SOAP message
- Envelope, Header & Body

<zoap:Envelope xmlns:soap="http:Fff..." xmlns:wsu="http:FfFf.__"=»
=soap:Body-
+b= Thegmol iz tozsign ol the ondidates that willa crwolly b promated ===
<promotion candidates>
“matiager wsu: Id="TNTD46d4 64" =John< /manager =
<engineer wsu: Ld="RADI343%&" -Mike- /enginesr-
“<matager wsu Id="TNTD34364" ~Joe- //manager>

<ehgineer wsu Id="WITDIZE26" ~Tom= /engineer>

W 0 -1 ™ om e

& </promotion candidates>

—
=

& =f=soap:Body=

=
=

- =fso0apr Enveloper
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WS-Security Anatomy

<soap:Envelope>
<wsse:Security>

_ SOAP Header

<Signature>

WS-Security eAttaches signature, encryption, security tokens
to SOAP messages
</Signature> SAML Token eAuthenticates initiator of SOAP request.

\ eEnables role based authorization.
</wsse:Security>

eTime-limited.

</soap:Header> eInteroperable.
X.509 Certificate eEncryption and signature verification.
<soap:Body>
XML Signature, DSIG eMultiple signed areas of header and body.
S . eIntegrity protection via PKI based cryptography.
</A> ePrevents tampering.
B SOAP Body
M . XML Encryption eMultiple encrypted areas of body.

</B>

ePrevents disclosure.

</soap:Body>

</soap:Envelope>
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A sighed SOAP message
z <soap:Envelope xmlns:soap="http:Fff .. "=
a2 <soap:Header=
=l Swsse:Security soaprmustlnderstand="1" xmlns:wsse="http:FfFf_ . _ "=
WS-Secu rlty headers <wsse:BinarySecurityToken ValueType="http:F7/..." EncodingType="http:fFf._ ." wsu:Id=
"FEE 6F-2275-0FD1-4178-E2RADTSTSD5E" xwmlns:wsu="http:f .">{thiz iz the bazed-é4 encoded X509 certificate)
Z/wsse:BinarySecurityTokens
[ <dsig: Sigunature xmlns:dsig="http:FfFf._ _ "=
7 H <deig: SignedInfo> Signature block I
=1 <dsig: CanonicalizationMethod Algorithm="http: ffwer wl orgf20 wml —exc-cldnd" /=
] <dsig: SignatureMethod Algorithm="http: f fwmr w3 orgf 2000709 franldsighr 1" /=
10 = Reference URI="{ARAD3I43I96" xmlns="http: ffmer vl orgf2000709/xanldsigh" - Sined referencesl
11 <Transformns> =Transform Algorithm="http: ffwmer.wd. orgf 2001710 ol -exc-clindt" /> ransforms=
1z <DigestMethod Algorithw="http: ffummr.wl.orgf2000/09/fxanldsiglishal" /=
13 <DigestValueraldlge2juluf05¥211¥11coSGEHo== /DigestFaluesr
14 B <fBefersnce>
1t H <Peference URI="{RRAD3289¢" xmlns="http: ffwmer. w3 org/2000709 fonld=siglf" -
b H / <Reference URI="{ARMID46464" xmlns="http: ffuer w3 _ orgf2000709fxmldsigi" - /
za M / <Deference URI="H7066AFED—7E3D-0EDE-D73D-5AECE?7006CC" xulns="http: / finnr.w3.org/2 09809 fxanl dsiglt" >
36 B 2fd=sig: SignedInfos
27 <dsig: EignatureValue=WijsiELiDLaig2Ll]. .. .. XD EaTtgl=-,dsig: Sigmatur Signature value I
38 = “dsig:EeyInfo=
a9 “wsse: SecurityTokenBeferencer <“wsse:PBeference TREI=" EE486F-2275-0ED1-4178-E2AADT575D5E" ValueType=
"http: ffdocs. oasis-open. orgfwes 200401 /oasis-200401—wes-x50%-token-profile-1. OHN509 w3 " /= < /wsse:SecurityTokenlefereng
a0 </dsig:HeyInfor Signature key |
41 B Zfd=sig: Sigmatures
4z H <wsu: Timestanp wsu: Id="7066AFED-TEZD-0EOF-D?3D-5AECE?T006CC" xmlns:wsu="http:FfFf.._ .">
45 - fuwsse: Becuritys
45 - EFx-1.1 cHeader=
47 <soap\Body> 1  [Flesoap:Envelope xmlns:soap="http:Fff..." zunlns:wsu="http:FfFf. .. "=
48 = gml is tosignorly the madidates that willacrolly be promated -+ > <spap:Body>
o = “prpmotion sandidates: & «L- The gml is tosign oy the mndidates that willacruolly be promated --»
E0 “wanager Id="{RAD46464" >John< /manager= E .
. R K 4 “promotion candidatess
51 Tengineer ILd="MRMAD3I4396"-Mike-  enginears -
- <menager Td="VAITD34364">Joe</ managers 5 “manager wsu: Id="TTID45464" *John-< manager=
53 tengineer Id="WAID32896">Tom</engineers 3 “engineer wsu: Id="INITD34396"~Mike= /engineer>
£4 L </promotion candidatess 7 “manager wsul Id="WAD34364" =Joe- manager >
EE L </zoap:Bodys =] “engineer wsu: Id="TRAD32896" >Tom~  enginear =

content is selectively signed (not the message)

Ry,

Software

Products
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Transport vs. Message level security

eWhat if A wants to send a message to C, which needs to be
routed through B?

eCurrent approach: HTTPS / SSL

®

HTTPS < HTTPS < ‘

oIf B is not trusted (or gets hacked), then HTTPS is not enough.
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Transport vs. Message level security

security solves the problem.

eAlthough B is not trusted or has been compromised, message level
security ensures that only C will be able to decrypt the message.

eSighature is also needed to prevent tampering.
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WS-Security in action
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Anatomy of the SOA Security challenge

The need for end to end security

Today’s technologies like SSL do
not provide end to end protection

<XML>
<PayInfo>
<Type>MasterCard</Type>
<Number>5094289200882312</Number>
<ExpDate>032007 </ExpDate>

W L

</PayInfo>
N— </XML>
e~
John Doe

<XML>

<WS ProdInfo destination info> -

<WS ShipInfo destination info>

<WS PayInfo destination info> CROWN “mxs

<ProdInfo>
<ProdID>OnlyTheParanoidSurvive</ProdID>
<Quantity>1</Quantity>
<Price>34.90</Price>

</ProdInfo>

<ShipInfo>
<Address>2111 NE 25th Avenue</Address>

<City>Hillsboro</City>
<State>OR</State> a/<
<ZIPCode>97124</ZIPCode>
<Country>USA</Country>

</ShipInfo>

<PaylInfo>

<Type>MasterCard</Type>
<Number>5094289200882312</Number>

<ExpDate>032007 </ExpDate>
</PayInfo> O/&
</XML>

BARNESZNOBLE |

BOOKSELLERS

=]
<XML>
<ShipInfo>
<Address>2111 NE 25th Avenue</Address>
<City>Hillsboro</City>
<State>OR</State>
<ZIPCode>97124</ZIPCode>
<Country>USA</Country>

WS-Security enables content owners to s

amazon.com.

Content based security is the only solution for

securing enterprise integration
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Anatomy of the SOA Security challenge

The need for multiple signatures

Finally, the City clerk
verifies the signatures

NYC's townhouse of the resolution, and

Council
member

Each council member
signs the resolution, no

The Mayor verifies the
signatures, decides to
approve or veto the

*

&

signature

clerk
~

City

City council x Council
member @/\g
1 / \‘ p

> Ay !
Ml [ RE

signature
verification

=V signature signature
votin . signature
’ Council ve?ification

member

R

1

Y

signature

City’s charter

Content based security allows distributed

int

™ transactions to be executed across vendors solutions .



Anatomy of the SOA Security challenge

The need for multiple levels of clearance

Headquarters | Field officers Troops

Field officer verifies - :
signature and decrypts | Field troops decrypt their |
/&

Logistic
information

clearance

Mission Goal

Headquarters sends
information to field
officer. Information is

The rest of the
information is forwarded
to field troops. Message

Software Copyright © 2007, Intel Corporation. All rights reserved.
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So what is new in all of this?

e The solution for all theses problems are well known
— All this can be done with standard cryptography

e But...
— Security is tricky: one mistake and it's over
— Custom solutions rarely help systems integration

e WS-Security is
- An OPEN STANDARD
e It is the work of lots of smart individuals
- It is implemented by several vendors (IBM, MS, Oracle, BEA, etc.)
e It is easy to provide security across systems
— There are open source implementations

Software Copyright © 2007, Intel Corporation. All rights reserved.
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Performance Considerations
(i.e. there is no free lunch)




How expensive is all this?
SSL vs. WS-Security in Grid Computing

e The experiment (by Shirasuna et.al., 2004)
— Goal: compare SSL & WS-Security for message integrity
e 8 clients saturate a server with small messages (5 bytes payload)
— Environment
e XSUL using Apache XML Security library (XSUL is faster than GT3.2)
e Tomcat 4.1.30. Sun J2SE 1.4.2_04, Linux 2.4.21
e Dual Xeon 2.8GHz with 2GB of RAM

1000

500

100

RTT (ms)

10 -

No security SSL WS-Security

SSL adds a 10X slowdown, WS-Security adds 100X!

(most of this cost is XML processing)
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What is the culprit?

e Let's do some back of the envelope calculations

WS-Security

(enc.only) RS
RSA (No. operations) 6 6
DES (% of content processed) 150% 300%
XML overhead (% of content processed) 150% 0
No. SSL Negotiations 0 6

— SSL requires more crypto than WS-Security!!

e About the XML overhead (Liu et.al., 2005)
— It takes 10 ms to sign or encrypt 100KB
- Using WS-Security takes 100-200ms to do the same
— Environment
e Sun’s J2SE 1.4.2 with Bouncy Castle (JCE) & Apache’s WSS4]
e Linux 2.4.10
e Pentium 4 CPU 2.79 GHz with 768MB of RAM
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WS-Security using
Open Source Solutions
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WS-Security using Open Source

Apache Axis2 architecture
(Application Server

Application Server )

Apache WSS4]/Rampart

SOAP | | Transport Web Service
Transport P s : 5
Client AP Sender —" Listener Receiz'?:r 1 Business Logic
; N Handlers

n:lmercepm res) {interceptorts)

7 Zhea oS i=%=  Borland

. A

User
Application

o [

Axis is a communication & content processing stack developed by Apache
Axis is used internally by many commercial products to create Web Services
- Apple, BEA, Borland, IBM, Adobe, Oracle, Globus Toolkit, JBoss, JOnAS
Axis follows a policy based architecture
- Developers specify WHAT they want to call and its parameters
- Sysadmins specify the HOW

Security can be added as module inside the Axis stack
- E.g. Apache Rampart & WSS54]

Communication, Persistence, Management, Security,

S Transactions, Clusterlng/ScaIablllty comes for FREE!!
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Tecnologias Emergentes para
Aplicaciones Empresariales

e 13/9. Introduccion al Mercado SOA, Evolucion y Tendencia, con Mariano Cilia.
o SCA y Tuscany, con Mario Antollini.

e 20/9. BPEL, un Enfoque a SOA Basado en Procesos, con Alejandro Houspanossian.

e 27/9. Web 2.0: Elementos y Tendencias, con Sebastian Salvucci.

e 04/10. Seguridad en SOA (WS-Security), con Marcelo Da Cruz Pinto.

e 11/10. Sistemas Peer-to-Peer (P2P), con Cristian Fiorentino.

e 18/10. High-Performance Computing (HPC), con Silvana D’ Cristofaro y Andrés More.
e 25/10. Virtualizacién, con Diego Palmisano.

e 1/11. Administracion y monitoreo de recursos de SW y HW, con Sebastidan Ganame.
Cierre del ciclo de charlas, con Mariano Cilia, de 20.30 a 21.
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Summary of the talk

SOA has changed the way we think about software

Business integration is now possible

We need to address security in order to keep the momentum
— Eventually we will have large & agile B2B systems

WS-Security is open standard which is ready for the challenge

There are plenty of open software stacks to build SOA

Q&A
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Leap ahead”

asdc

Argentina Software
Development Center
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Go back

Why is c14n so demanding?
Rules for canonicalization

1.The document is encoded in UTF-8
2.Line breaks normalized to #XxA on input, before parsing
3.Attribute values are normalized, as if by a validating processor

. This means that special characters inside an attribute value are replaces by they corresponding
character reference

4.Character and parsed entity references are replaced

. This means that character references such as #xD are replaces by their real value.
5.CDATA sections are replaced with their character content

6.The XML declaration and document type declaration (DTD) are removed

7.Empty elements are converted to start-end tag pairs

o An empty element is one that does not contain any text or sub-elements, and is generally
denoted by <element/>

8.Whitespace outside of the document element and within start and end tags is nhormalized

9.All whitespace in character content is retained (excluding characters removed during line feed
normalization)

10.Attribute value delimiters are set to quotation marks (double quotes)
11.Special characters in attribute values and character content are replaced by character references
12.Superfluous namespace declarations are removed from each element

o If a node contains a namespace that is already present in an ancestor element, then the
namespace node will be removed.

13.Default attributes are added to each element

o This means that default attributes will be added to the c14n output (the ones that are defined on
the DTD, if it is present)

14.Lexicographic order is imposed on the namespace declarations and attributes of each element

Software Copyright © 2007, Intel Corporation. All rights reserved.
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Canonicalization example

eDemonstrates:

[€ioocTyPE doc [<!ATTLIST e9 attr cpaTA "Hefault31> Retention of namespace prefixes from original document
<d°°>l = Empty element conversion to start-end tag pair

= ;Keb Normalization of whitespace in start and end tags

N LR e R Relziitive ord_er of namespace and attribute axes

[<e2  name=relemd id=relemd"  ></e4>| Lexicographic ordering of namespace and attribute axes

<e5 a:attr="out" b:attr="sorted" attrZ="all" attr="I'm" Elimination of superfluous namespace declarations

xmlns-bothttp: //wwa Tetf.orgt Addition of default attribute

xmlns:a="http://www.w3.org"
xmlns="http://example.org" />

<e6 xmlns=""Ixm;ns:a="http://www.w3.orgd>

<e7 mmlns="http://www.ietf.org">

<=8 xm;ns=""Ixnlns:a="http://www.w3.orgd>

<9 zmlns="" zmlns:a="http://www.ietf.org"/>
</eB>
</el>
</e6>

Shocs Original XML

doc Canonicalized XML
)

<e2></e2>
<e3 id="elem3" nams="elem3"></e3>

|<e4 id="elemd" nane="elem4"><fe4>|

<e5 zmlns="http://example.org" zmlns:z="http://www.w3.org" zmlns:b="http://www.ietf.org" attr="I'm" attr2="all" b:attr="sorted" a:attr="out"»></e5>
<e6 Ixm'_ns ra="http://www.w3. org”l>
<e7 zmlns="http://www.ietf.org">
<e8 xmlns=""> ¢—
<% zmlns:a="http://www.ietf.org" <fe9>
</ed>
</el>
</ed>
</doec>
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Step One: Open Standards

OASIS [ WAL ioBieaiiptriies,

WS-Trust i
WS-Security | AL | | WS-SecureConversation
XML Encryption | XML DSig SOAP 1.2
WS-ReliableMessaging | XPATH 2.0 |

WS-SecurityPolicy

WSDL | XML Schema | XML UDDI |

Open standards help Open Source compete on a
level plain field

- . —
= intel?
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